
YBF Online Safety



How to look after 
technology

Tell the 
teacher if 
something 
brakes
 

Sorting safely

Hold the computer 
with two hands 

always!

Put your computer on 
charge otherwise you 

can't go on your 
computer

Make sure 
your always 
don’t walk 

around with 
your 

computer

Always put your device down carefully

Keep cases on ipad!

Don’t go 
on hacked 
websites

No slamming the lid of your device.

Do 
not 

spam 
click

No 
liquids 
near 
devices

Ask before borrowing equipment



Make 
sure you 
go on the 

right 
games

You are in charge of your 
computerMake 

sure you 
put your 

computer 
back in 
the right 
space

No 
liquids 
near 
devices

 Never press lots of buttons
Don’t press lots of buttons

Ask before 
borrowing 
equipment



 Strong Passwords:
Use a mix of letters, 
numbers, and 
symbols. Make them 
long (at least 12 
characters) 

Keep Software Updated:
Regularly update your 
operating system, browsers, 

and apps to patch security 

vulnerabilities

If a stranger texts you 
in a game example
Hey I now your friend 
do not respond to this 
so if you do you know 
what to do.

If there is a 
random link do 
not click on 
the link

Be Mindful of Sharing:
Think before posting 
anything online, as it can 
be difficult to remove 
once it's out there. Be 
wary of sharing too much 
personal information

more online 
safety advice

Minecraft - Dig Deeper
Understand AI 

Not everything you see 
online is real.

AI allows people to 
create images/videos 
that are fake . AI can be 

amazing if 
used correctly

https://ybontfaen.school/online-safety-and-wellbeing/
https://ybontfaen.school/online-safety-and-wellbeing/
https://education.minecraft.net/en-us/lessons/cybersafe-ai-dig-deeper
https://education.minecraft.net/en-us/lessons/cybersafe-ai-dig-deeper


Ways to stay safe online
The difference between 
personal information and 
private

          Personal information

Personal information is like your 
favourite colour your favourite food 

              Private information

Private information is like your password 
and your address  and your school 

  

Only access website you’ve 
been told
Make sure you are always  
the right website that a 
teacher or parent/guardian
has told you because it is a 
safe website that is suitable 
For you ! 

Always check pegi 
ratings.

Don’t click on pop ups
That you have seen.

 Tell a trusted
Adult if you see 
something
Weird that 
makes you feel 
scared

Don't put photos of 
yourself online like 
your school uniform

How to be safe 
online? - BBC 
Bitesize

Clickhehe-phis
hrehttps://baref
ootgames.org/t
erman

https://www.bbc.co.uk/bitesize/articles/zym3b9q
https://www.bbc.co.uk/bitesize/articles/zym3b9q
https://www.bbc.co.uk/bitesize/articles/zym3b9q
https://barefootgames.org/the-phisherman
https://barefootgames.org/the-phisherman
https://barefootgames.org/the-phisherman
https://barefootgames.org/the-phisherman
https://barefootgames.org/the-phisherman


Cyber bullying is a 
way of people being 
mean online.

    Cyber bullying!   

Cyber bullying is a crucial 
to people because they are 
being bullied online and 
are receiving mean 
comments and 
messages.About 30% of 
children have been 
cyberbullied more than 
once 

Cyberbullying is the 
use of technology to 
threaten,harass or 
embarrass or to 
target another 
person.

Snapchat,twitter and 
instagram
 are the worst apps for 
cyberbullying

Nearly 42% of kids have 
been bullied online and 
almost one in four have 
had it happen more than 
once.  

here is a link about cyber  
bullying !About 21% of kids 

have received mean 
or threatening emails.

https://dosomething.org/article/11-facts-about-cyber-bullying
https://dosomething.org/article/11-facts-about-cyber-bullying


If your getting 
bullied on a game 
and that game has  
a block button 
block them and 
report them and 
leave the chat .   

How to prevent cyber bullying  

Never open 
unidentified or 
unsolicited 
messages .

If someone is 
not being kind 
to you leave the 
game  and join 
another one.

If someone is 
bullying you 
tell a trusted 
adult ore the 
most trusted 
person if there 
is not an 
adult.

If  someone is being nice to 
you don't be rude  to them be 
kind to them.

If someone is 
bullying you 
online you 
record the 
dates,time 
and 
descriptions 
of instance 
when the 
bullying has 
occurred.  

Many online 
platforms have 
their own links 
for reporting  

Report to police if being 
threatened or involves a 
serious crime.



https://ybontfaen.school/onlin
e-safety-and-wellbeing/

If you are feeling unsafe online, prioritize your safety 
and well-being. So you should tell an adult what's 
going on, if they try to talk to you don’t reply and 
ignore them.

https://digitalinclusion.salfor
d.gov.uk/resources-learnin
g-jobs/top-tips/ten-tips-for-s
taying-safe-on-the-internet/

https://www.bbc.co.u
k/bitesize/articles/zf
mhfdm

NSPCC safety for 
parents

https://ybontfaen.school/online-safety-and-wellbeing/
https://ybontfaen.school/online-safety-and-wellbeing/
https://digitalinclusion.salford.gov.uk/resources-learning-jobs/top-tips/ten-tips-for-staying-safe-on-the-internet
https://digitalinclusion.salford.gov.uk/resources-learning-jobs/top-tips/ten-tips-for-staying-safe-on-the-internet
https://digitalinclusion.salford.gov.uk/resources-learning-jobs/top-tips/ten-tips-for-staying-safe-on-the-internet
https://digitalinclusion.salford.gov.uk/resources-learning-jobs/top-tips/ten-tips-for-staying-safe-on-the-internet
https://www.bbc.co.uk/safety
https://www.bbc.co.uk/safety
https://www.bbc.co.uk/safety
https://www.nspcc.org.uk/keeping-children-safe/support-for-parents/
https://www.nspcc.org.uk/keeping-children-safe/support-for-parents/


PEGI 12

Age limits

PEGI 13

PEGI 13

PEGI 7 PEGI 18

PEGI 12

PEGI 13

PEGI 3

PEGI 13

PEGI 18
Pegi 16


